Phase 1-Confirm, contain and keep records of the Data Breach.

1.

The individual who becomes aware of or suspects a Data Breach has occurred shall immediately
notify the Principal. The Principal shall take any immediately available steps to identify and contain
the data breach and consider any other steps that can be taken immediately to mitigate or
remediate the harm any individual could suffer from the breach.

In containing the data breach, evidence shall be preserved that may be valuable in determining
the cause.

The Principal shall make a preliminary assessment of the risk level of the Data Breach:

Risk Level Description

Large sets of personal information or highly sensitive personal information (such
as health information) have been leaked externally.

Medium Loss of some personal information records and the records to not contain
sensitive information.

Low Risk Data Breach but there is an indication of a systemic problem in

processes or procedures.

Low A few names and school email addresses accidentally disclosed a trusted third
party (eg where an email is accidentally sent to the wrong person).

Near miss or potential event occurred. No identified loss, misuse or interference
of personal information.

Where a high risk is identified, the Principal shall consider if any of the affected individuals should
be notified immediately, where serious harm is likely.

The Principal shall escalate High Risk and Medium Risk data breaches to the response team

(details at the end of this document).

If there could be media or stakeholder attention as a result of the Data Breach, it shall be escalated
to the response team.

Phase 2- Assess the Data Breach and evaluate the risks associated with it including if serious

harm is likely

The response team shall take any further steps (not identified in Phase 1) available to contain the
Data Breach and mitigate or remediate harm to affected individuals.

The response team shall work to evaluate the risks associated with the Data Breach, including by:
a. identifying the type of personal information involved;
b. identifying the date, time, duration and location of the breach;
c. establishing who could have access to the personal information;
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d. establishing the number of individuals affected; and
e. establishing who the affected and possibly affected individuals are.

9. The response team shall then assess whether the Data Breach is likely to cause serious harm to
any individual whose information is affected, in which case it should be treated as an Eligible Data
Breach (EDB).

10. The response team shall also consider whether any of the limited exceptions apply to the Data
Breach if it is otherwise an EDB.

11. All reasonable steps shall be taken to ensure the assessment is completed as soon as possible
and in any event within 30 days after they suspect there has been a Data Breach.

Phase 3- Consider Data Breach notifications

12. The response team shall determine whether to notify relevant stakeholders of the Data Breach,
including affected individuals, parents and the Office of the Australian Information Commissioner
(OAIC) even if it is not strictly an EDB.

13. As soon as the response team knows that an EDB has occurred or is aware that there are
reasonable grounds to believe that there has been an EDB, they shall prepare a statement with
the prescribed information and give a copy of the statement to the Information Commissioner.

14. After completing the statement, unless it is not practicable, the response team shall also take such
reasonable steps to notify the contents of the statement to affected individuals or those who are
at risk from the EDB.

15. If it is not practicable to notify some or all of these individuals, the response team shall publish
the statement on their website, and take reasonable steps to otherwise publicise the contents of

the statement to those individuals.

Phase 4- Take action to prevent future Data Breaches

16. The response team shall complete any steps in Phase 2 above that were not completed because
of the delay this would have caused in proceeding to Phase 3.

17. The Principal shall enter details of the Data Breach and response taken into a Data Breach log, and
must, every year, review the Data Breach log to identify any reoccurring Data Breaches.

18. The Principal shall conduct a post-breach review to assess the effectiveness of the School's
response to the Data Breach and the effectiveness of the Data Breach Response Plan.

19. The Principal shall, if necessary, make appropriate changes to policies, procedures and staff training
practices, including updating this Data Breach Response Plan.

20. The Principal shall, if appropriate, develop a prevention plan to address any weaknesses in data

handling that contributed to the Data Breach and conduct an audit to ensure the plan is
implemented.
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